3GPP TSG-SA3 Meeting #104-e 	S3-212876
e-meeting, 16 – 27 August 2021						

Title:	DRAFT Reply LS on Misalignment on usage of OAuth within 3GPP 29.510
[bookmark: OLE_LINK57][bookmark: OLE_LINK58]Response to:	LS S3-211367 on Misalignment on usage of OAuth within 3GPP 29.510 from GSMA FASG RIFS / 5GIS
[bookmark: OLE_LINK59][bookmark: OLE_LINK60][bookmark: OLE_LINK61]Release:	Rel-15
Work Item:	XXX

Source:	3GPP SA WG3
To:	GSMA FASG RIFS 5GIS
[bookmark: OLE_LINK45][bookmark: OLE_LINK46]Cc:	CT4

Contact person:	Anja Jerichow
	anja(dot)Jerichow(at)nokia(dot)com
	
Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org

Attachments:	

1	Overall description
3GPP SA3 thanks GSMA FASG RIFS/5GIS working group for informing on the status of FS.36 and for their recommendation that the Nnrf_AccessToken (OAuth2_Authorization) procedure must be strictly enforced at the NF-to-NRF interface. 
3GPP SA3 is aware of the discrepancies between stage 2 and stage 3 specifications in case of NRF services as pointed out by GSMA. 
SA3 has decided to align stage 2 specification with stage 3 by adding the following clarification: 
When a NF consumes the Nnrf_NFManagement or the Nnrf_NFDiscovery services provided by the NRF, the usage of the OAuth 2.0 access token for authorization between the NF and the NRF is optional.
NOTE 1: 	When a NF consumes the Nnrf_AccessToken provided by the NRF, the OAuth 2.0 access token for authorization between the NF and the NRF is not needed.
It has further been clarified that an NF that does not register its OAuth 2.0 client in advance at NRF, or has registered its OAuth client at a different NRF than the one providing authorization for requested services, must still be allowed to request an access token via NRF_AccessToken request for other NRF services, as long as the NF is authenticated to NRF as OAuth 2.0 client. NRF may know the OAuth 2.0 client via NRF NFManagement registration service, local configuration, or by other means.

2	Actions
To GSMA FASG RIFS/5GIS 
ACTION: 	SA3 kindly asks GSMA FASG RIFS/5GIS to take this information into account.
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